A AsiaTechAlliance

Submission by the Asia Tech Alliance (ATA) on the Notification of
the Electronic Transactions Commission on Measures to Prevent
Technological Crimes for Social Media Service Providers

Consultation Questions

1. What are your views on Clause 1 of the draft Notification, which provides
that this Notification shall enter into force upon the expiration of one
hundred and eighty (180) days from the date of its publication in the
Government Gazette?

The Asia Tech Alliance (ATA) agrees with the inclusion of a grace period prior to the
entry into force of the draft Notification. A reasonable transition period is important to
allow service providers to assess the operational, technical, and legal implications of the
new requirements and to make necessary adjustments in a responsible manner.

At the same time, consideration could be given to extending the transition period to
one year (365 days). Several of the obligations set out in the draft Notification
introduce new technical and operational requirements that would materially change
how global platforms’ existing systems, operations, and products function. Additional
time would be required to understand the specific information that the Ministry of
Digital Economy and Society intends to notify, and how service providers are expected
to operationalise that information to meet the requirements.

Certain obligations would also require new product and engineering developments,
which differ from changes recently implemented by platforms to comply with
overlapping regulations. Allowing a longer transition period would help ensure that
platforms are able to comply with the requirements in an effective and sustainable
manner, in line with regulatory expectations.

It would also be helpful to consider that the updating of existing user and advertiser
databases under Clauses 2, 3, and 4 could take significantly longer than 180 days to
complete. In this context, a phased enforcement approach could be considered,
distinguishing between (i) system-level and technical enforcement, and (ii) enforcement
relating to the updating of user and advertiser information.
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Data security considerations are critical during the transition period, particularly given
the sensitivity of personal data involved. Where identity verification is conducted
through digital identity verification service providers, additional time may be required
for system development, integration, and security testing. This further supports
consideration of a longer transition period of 365 days for system-level enforcement.

In this context, continued engagement and clarification on the interpretation and
practical application of the requirements during the transition period would help
support effective and consistent implementation.

2. What are your views on Clause 2 of the draft Notification, which requires
social media service providers to put in place measures to identify the
identity of users for all user accounts?

We recognise the objective of strengthening safeguards against technology-related
crime and appreciate the intent behind measures to improve accountability on online
services.

As drafted, Clause 2 appears to require identity identification for all user accounts. This
is problematic and does not contribute to the intent of the Notification.

First, the requirement does not appear to differentiate based on user location or
nationality. This raises feasibility concerns, particularly given the global nature of many
online services, and the potential extraterritorial reach of the requirement.

In practice, service providers face constraints in verifying the identities of users located
outside Thailand, including situations where local laws restrict mandatory identity
verification or where users do not possess government-issued identity documents.
These challenges indicate that a universal obligation applicable to all users and all
accounts will be very difficult to implement.

Second, even if the requirement was intended to apply only to users located in Thailand
or holding Thai legal status, similar challenges could remain.

The effectiveness of identity verification measures depends on the reliability and
integrity of the verification mechanisms used. Not all government-issued identity
documents offer the same level of security or resistance to fraud, and expanding the
range of acceptable documents to maximise coverage may instead unintentionally
dilute the assurance provided by verification processes. This increases the risk of
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fraudulent or fake accounts being treated as verified, potentially undermining user trust
and the broader objective of improving platform integrity, and goes against the policy
goals of the Notification.

Third, it is important to recognise that online platforms support a wide range of service
models and functions, which do not present the same level of risk in relation to
technology-related crime. For example, services where user interaction is limited,
contextual, or secondary to other functions, carry different risk profiles to services that
enable one-to-one, or one-to-many social communications. Applying a single identity
identification requirement uniformly across all platforms, regardless of their primary
purpose or design, does not adequately reflect these differences.

We suggest the Notification consider providing greater clarity on scope (such as on
geographic applicability) and adopt a more differentiated, purpose based approach that
recognises the nature, functionality, and customer needs of different services. Doing so
helps to better align regulatory effort with areas of greatest concern, while limiting
unnecessary data collection in lower-risk contexts. Such clarity would help ensure that
the requirement can be implemented effectively while remaining aligned with the policy
objectives of preventing technology-related crime.

Consideration could also be given to prioritising risk-based advertiser verification, rather
than introducing broad user identity identification obligations that apply across all user
accounts. In practice, fraud and scam activity on online services often arise from the
misuse of advertising by malicious actors. Strengthening advertiser verification
measures may therefore be an effective way to address a significant source of harm,
while remaining proportionate to the risks identified.

A more targeted focus on advertiser verification could also help limit unnecessary
impact on ordinary users, including small and medium-sized enterprises, who may face
practical or compliance burdens under broad user identity identification requirements.

In this context, assessing the effectiveness of risk-based advertiser verification as an
initial step may be more appropriate.

Should broader user identity identification measures be ultimately considered
necessary, it would be important to allow flexibility in the types of verification permitted,
rather than relying on a single method such as phone or SMS-based verification, in
order to support inclusive and effective implementation.
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Finally, to ensure that the measures implemented are both effective in practice and
capable of meeting evidentiary standards in judicial proceedings, further clarification on
the intended objectives, examples, or frameworks for user identity identification would
be helpful. Such guidance could assist platforms in adopting clear guidelines and
appropriately adapting and improving their measures in practice.

3. What are your views on Clause 3 of the draft Notification, which requires
social media service providers to put in place measures to verify the
identity of advertisers at a level that enables identification of the
individual prior to each advertisement being published, unless the
advertiser has already completed identity verification, and allows social
media service providers to review and update advertiser information to
ensure it remains current?

In cases where there are factors that may indicate potential risk associated
with the advertiser, including the following:

1. Behaviour and service usage history, such as prior complaints by
users or violations of terms of service;

2. Advertising content relating to finance or investment, credit or
lending, sensitive data, or content that has been reported as being
used for or associated with technology-related criminal activity;

3. Target audience of the advertisement, such as elderly persons or
vulnerable groups;

the social media service provider shall require identity verification of the
advertiser using identification documents issued by a state authority. The
provider must verify the accuracy, authenticity, and currency of the
information and identification documents with the relevant state
authority, and verify the linkage between the advertiser and the
identification documents, or conduct identity verification through a digital
identity authentication and verification service provider.

The ATA recognises the objective of strengthening safeguards around advertising
activity and addressing risks associated with fraudulent or harmful advertising content.

At the same time, the requirement to verify the identity of advertisers prior to each
advertisement, particularly where advertisers operate across borders, raises practical
and proportionality considerations. In practice, advertisements are often placed
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through intermediaries or third-party services, which can mean that a platform does not
always have direct visibility over the end advertiser.

In cases where advertising content is sourced through third-party services or
intermediaries, further clarification would also be helpful on whether identity
verification at the level of the intermediary alone would be considered sufficient,
without requiring platforms to separately verify the identity of the original content
owner.

Separately, requiring operators to verify the identity of higher-risk advertisers by
cross-checking information against government agency databases may not be
practically feasible. Such requirements could result in delay, additional cost, and service
disruption for legitimate businesses, particularly given the differing technical systems
and capabilities across jurisdictions.

There are also legitimate reasons why a business may not appear in a government
database. Advertising activity is frequently cross-border in nature, and the draft
Notification does not provide clear guidance on how verification should be conducted
for foreign individuals or foreign entities. In such cases, requiring checks against Thai
government databases may not be effective. Allowing flexibility for alternative methods
to verify the accuracy of advertiser information would help avoid unduly limiting
legitimate economic activity or access to information for Thai users.

Additionally, many advertisers already undergo identity checks through established
third-party verification providers. Clarifying how these existing mechanisms may be
taken into account could help avoid duplication and unnecessary friction.

The draft Notification appropriately introduces risk factors to guide verification of
advertisers. This risk-based framing is helpful and could be further supported by
flexibility in the methods used to achieve verification, recognising that no single
approach will be suitable across all advertiser types, jurisdictions, or business models.
Prescribing in detail which elements must be checked to establish authenticity in all
cases may be overly burdensome. Allowing platforms flexibility to determine how
authenticity is assessed, based on the type of information provided and the advertiser’s
risk profile, would better support effective and proportionate implementation.

In this context, further clarification on how the listed risk factors are intended to be
applied would be helpful. In the absence of quantitative thresholds or clearer
parameters, there is a risk of inconsistent interpretation at both operational and
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regulatory levels. The listed risk factors should not, in themselves, be treated as
determinative risk criteria, as disputed high-risk classifications may increase legal
uncertainty and exposure for service providers.

While we recognise that the specific high-risk categories listed in items (1), (2), and (3)
are of primary concern, consideration could be given to removing the general
verification requirement for all advertisers to avoid ambiguity. Instead, the Notification
could focus on maintaining enhanced verification protocols for the specific high-risk
categories, without prescribing exact risk criteria.

Further clarification would also be helpful in relation to certain aspects of item (3),
including the definitions and criteria for “vulnerable groups” and “elderly groups”, to
support consistent interpretation and application.

Clarification on the expected frequency of advertiser information review would also be
beneficial. Excessively frequent review requirements may adversely affect platform
competitiveness and the broader digital economy; a proportionate approach, such as
limiting mandatory reviews to no more than once per year, could help balance oversight
with operational feasibility.

In addition, guidance on whether the requirements under this Notification are intended
to be equivalent to, or exceed, existing ETDA notifications or guidelines would assist
service providers in understanding how compliance obligations should be interpreted
and prioritised.

Finally, clearer guidance on the interaction between identity verification measures and
enforcement actions such as advertisement removal or service suspension would be
helpful, particularly where advertisers have previously engaged in unlawful conduct that
would already result in suspension under platform policies.

4. What are your views on Clause 4 of the draft Notification, which provides
that, for the purpose of advertiser identity verification under Clause 3,
social media service providers must retain information on all advertisers,
at a minimum, as follows:

1. Name of the individual or juristic person, and the individual acting on
behalf of a juristic person;

2. lIdentification documents for natural persons or proof of juristic person
status, such as a national ID card, passport, or certificate of juristic
person registration;



A AsiaTechAlliance

3. Contact information that can be used to reach the advertiser, such as
address or telephone number.

Where payment for advertising is made by a person other than the

advertiser referred to above, the social media service provider must also

retain information relating to the person making the payment.

Clause 4 requires social media service providers to retain detailed information relating
to advertisers and, where applicable, third-party payers. While the objective of
improving oversight of advertising activities is understood, the scope of required data
collection and retention may be overly broad, and introduces data protection and
security concerns.

In particular, the collection and retention of copies of identity documents and related
personal information may increase risks associated with data storage and security.
Without greater clarity on the purpose, use, and retention period of such data, there is a
risk that data collection may go beyond what is necessary to achieve the stated policy
objectives. Allowing greater flexibility in the type of information collected - including,
where appropriate, the use of business or legal entity documentation rather than
individual identity documents - could help reduce the burden of duplicative and
overlapping regulations, and to allow more flexibility for platforms to innovate and bring
new solutions to reduce harm on their platforms.

With respect to information relating to third-party payers of advertising fees, greater
flexibility in the scope and type of information required to be retained could be
considered. There are a range of legitimate business arrangements between advertisers
and payers, and requiring platforms to collect and retain detailed identifying
information about all payers could significantly expand the volume of personal and
business data held by service providers. This may run counter to data minimisation
principles and expose platforms to increased privacy and data security risks.

Greater clarity would also be helpful regarding the purpose and intended use of the
retained data, as well as the applicable retention period. Specifying a limited and
proportionate retention period - for example, a maximum of 180 days - could strike an
appropriate balance between enabling the investigation of fraud or scam activity and
protecting the privacy interests of users and businesses. Extending retention beyond
what is necessary for these purposes may increase legal and compliance risks without a
corresponding enforcement benefit.
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Further clarification would also be helpful on whether service providers would be
permitted to delete retained data after the applicable retention period, and how these
obligations are expected to interact with other applicable laws and regulations.
Continuous or rolling retention of data may significantly increase operational and data
management costs.

In addition, the collection of data relating to advertising payers may need to take into
account the legal basis associated with payment intermediary licensing requirements
under the supervision of the Bank of Thailand. As platforms are generally not payment
intermediaries themselves, clarification on the purpose of collecting this category of
data would help identify alternative approaches that could achieve the same regulatory
objectives without creating legal or operational constraints.

Additional guidance on the purpose, intended use, and retention period of the retained
data would be helpful. Such clarity would support more consistent implementation,
reduce unnecessary data retention, and help ensure that compliance obligations
remain proportionate to the policy objectives of the draft Notification.

5. Do you have any additional comments or suggestions?

We note that the draft Notification does not define the term “social media service
provider”. In the absence of a clear definition, it is difficult to assess which types of
services are intended to fall within scope, and what the specific harms the Notification is
intended to address.

Without a clear and purpose-based definition, the scope of the Notification risks being
overly broad and would require identity identification of all user accounts across a
potentially wide range of services. This approach raises concerns in two key areas. First,
disproportionate data collection and protection risks for users, in particular where
services pose minimal risk, and second, it inadvertently captures all forms of services
outside of associated risks that the Notification intends to address. It also creates
unnecessary business and compliance costs across the industry.

We suggest that the Notification clearly defines the term “social media service provider”
in relation to the specific risks the Notification seeks to address.

Adopting a risk-based and proportionate approach to regulation encourages clarity and
facilitates effective risk management. Regulatory requirements may be most effective
when they reflect actual usage patterns, the severity of risk, and the presence of
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existing safeguards. A flexible, proportionate approach can help avoid one-size-fits-all
mandates, allowing for meaningful differentiation across platform types, features, and
user contexts.

For instance, e-commerce platforms with reviews, streaming services that enable users
to like videos, enterprise services that enable business customers to connect with one
another or other troubleshooting forums designed to offer customer service or
transactional information present different risk considerations as their content and
mode of engagement differs from one another.

A purpose-based definition of “social media service provider” would support
proportionate regulation while avoiding the unintended capture of services with
different primary functions and reducing privacy impacts associated with broad identity
identification requirements.

Finally, clarification on the distinction, if any, between the terms “identity verification”
and “identification of a person” as used in this Notification would be helpful, to support
consistent interpretation and implementation.
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Reference: Unofficial English translation of the draft Notification

Draft Notification of the Electronic Transactions Commission Re: Measures to
Prevent Technology-Related Crime for Social Media Service Providers (No. ...)

Whereas it is appropriate to prescribe additional measures to prevent
technology-related crime, in order to ensure that social media service providers under
the law on the prevention and suppression of technology-related crime comply with
such measures, thereby preventing technology-related crimes that may occur.

By virtue of Section 4/1, paragraph one, of the Emergency Decree on Measures for the
Prevention and Suppression of Technology-Related Crime B.E. 2566 (2023), as amended
by the Emergency Decree on Measures for the Prevention and Suppression of
Technology-Related Crime (No. 2) B.E. 2568 (2025), together with Section 37(3) of the
Electronic Transactions Act B.E. 2544 (2001), as amended by the Electronic Transactions
Act (No. 3) B.E. 2562 (2019), the Electronic Transactions Commission hereby issues the
following Notification:

Clause 1

This Notification shall enter into force upon the expiration of one hundred and eighty
(180) days from the date of its publication in the Government Gazette.

Clause 2

Social media service providers shall put in place measures to identify the identity of
users for all user accounts.

Clause 3

Social media service providers shall put in place measures to verify the identity of
advertisers at a level that enables identification of the individual prior to each
advertisement being published, unless the advertiser has already completed identity
verification. Social media service providers may review and update advertiser
information to ensure it remains current.

Where there are factors indicating potential risk associated with the advertiser,
including the following:
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1. Behaviour and service usage history, such as prior complaints by users or
violations of terms of service;

2. Advertising content relating to finance or investment, credit or lending, sensitive
data, or content that has been reported as being used for or associated with
technology-related criminal activity;

3. Target audience of the advertisement, such as elderly persons or vulnerable
groups;

the social media service provider shall require identity verification of the advertiser
using identification documents issued by a state authority. The provider must verify the
accuracy, authenticity, and currency of the information and identification documents
with the relevant state authority, and verify the linkage between the advertiser and the
identification documents, or conduct identity verification through a digital identity
authentication and verification service provider.

Clause 4

For the purpose of advertiser identity verification under Clause 3, social media service
providers shall retain information on all advertisers, at a minimum, as follows:
1. Name of the individual or juristic person, and the individual acting on behalf of a
juristic person;
2. ldentification documents for natural persons or proof of juristic person status,
such as a national ID card, passport, or certificate of juristic person registration;
3. Contact information that can be used to reach the advertiser, such as address or
telephone number.

Where payment for advertising is made by a person other than the advertiser referred

to in paragraph one, the social media service provider shall also retain information
relating to the person making the payment.
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Reference: Unofficial English translation of consultation document accompanying
the draft Notification

Public Consultation

(Draft) Notification of the Electronic Transactions Commission
Re: Measures to Prevent Technology-Related Crime for Social Media Service
Providers (No. ...)

Issued under the Emergency Decree on Measures for the Prevention and Suppression
of Technology-Related Crime B.E. 2566 (2023) (as amended by No. 2 B.E. 2568 (2025))

Consultation period: 16 January - 2 February 2026
Via: Legal Central Portal (Law Portal)
https://law.go.th/

Page 2: Principles for Enhancing Measures to Manage Technology-Related Crime
for Social Media

Scope of Application
e Social media service providers, meaning providers of media or channels for
communication or exchange of information between individuals using
technology, with an emphasis on the creation or dissemination of content among
users.
e Applicable to social media service providers in Thailand and those deemed to be
providing services in Thailand (with operations present).

Phase 1
Measures for Managing Technology-Related Crime / Scam Content (Ex post)

Currently underway

e Suspension of dissemination (take-down) of computer data as notified by
competent officials.

e Removal of computer data (take-down) within 24 hours.

e Reporting of take-down actions to the authorities.

Phase 2
Measures to support the management of scam content/accounts (Ex ante)
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Proposed principles under the draft Notification of the Electronic Transactions Commission,
No. ...
e Implement user identification.
e Provision of user identity identification measures:
o Level 1: All users.
o Level 2: Users engaged in high-risk activities that materially contribute to
the commission of technology-related crime, including the use of
advertising services (advertisers).

e Screening of content prior to the posting of advertisements in order to manage
scam content promptly.

Page 3: Process for Developing the Draft Additional Measures to Prevent
Technology-Related Crime

Study and drafting of the draft measures
Hearing #1: 24 November- 8 December 2025
The draft Notification comprised two measures:
1. User identity identification
2. Content screening and suspension of dissemination

Hearing #2: 16 January- 2 February 2026

Revision of the draft Notification to propose user identity identification measures as
the first priority

Further study and revision of the draft, submission to the relevant committee(s),
and promulgation

Target promulgation: March 2026
Page 4: Results of Hearing #1

e Public consultation period: 24 November - 1 December 2025
e Number of participants providing comments: 22
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Clause 1 - Determination of the effective date after the expiration of 90 days from
publication in the Government Gazette

e Agreement with the provision of a grace period.

e However, if system changes are required to comply with the criteria, the grace
period may need to be extended beyond 90 days, due to the need for technical
preparation, system modification, and testing.

e Additional suggestion that there should be continuous communication and
consultation during the grace period to respond to questions and promote
understanding among implementing parties.

Clause 2 - Definition of “social media”
e 27% disagreed with the broad definition, suggesting it should apply only to
specific groups.
e 73% agreed with the definition, with additional observations:
o An exemption should be added for certain types of services, such as
messaging services, as these involve private communications.
o Social media services both domestic and foreign should be covered.

Clause 3 - Provision of identity identification methods and confirmation of
contact channels using telephone numbers for all user accounts

e 43% disagreed with requiring identity identification for all users, suggesting a
system-based approach; additionally, some users do not use mobile phones but
access platforms via other means.

e 57% agreed with identity identification, but noted it should not be limited to OTP
only; platforms should be allowed to select appropriate and flexible methods
based on service context.

e Several issues were raised regarding OTP-based identification:

o Mobile numbers can change frequently.
o Temporary or recycled mobile numbers may be used.

Clause 4 - Provision of identity verification and confirmation of contact channels
using telephone numbers for advertisers, with data retention

e 18% disagreed (without providing reasons).

e 82% agreed with advertiser identity verification.

e In cases involving ad networks or third-party demand, platforms may not know

the identity of the party purchasing advertisements.
e Strong data protection measures should be in place.
e Consideration should be given to a risk-based approach, such as:
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o Tier 1 - Low Risk: Low-value advertisements; identity verification via OTP.

o Tier 2 - Medium Risk: Medium-value advertisements; identity verification
via Digital ID systems.

o Tier 3 - High Risk: High-value advertisements or advertisements
involving sensitive data; full Customer Due Diligence (CDD).

Clause 5 - Provision of mechanisms for keyword screening and suspension of
dissemination
e 14% disagreed, on the grounds that authority rests solely with state agencies.
e 86% agreed in principle.
e The phrase “information that may lead to the commission of an offence...” allows
for broad discretion and should therefore be clearly defined or scoped.
e Roles of responsible agencies and procedural steps should be clearly specified.
e There should be mechanisms for review, objection, or appeal to prevent
excessive use of state authority.
e Current advertising formats are diverse and cannot all be detected via keywords;
therefore, screening may be limited to “keywords” or “text”, excluding other
content types such as images.

Clause 6 - Screening of content prior to the posting of advertisements

e 14% disagreed, as it involves subjective judgment.

e 86% agreed in principle.

e Further consideration should be given to technical contexts, as advertising can
take many forms with differing limitations.

e Evaluation criteria should be clear and transparent.

e There should be provisions protecting service providers that have exercised best
efforts to comply with the criteria.

Page 6: Revised Principles

Original Principle Revised Principle

Consisted of two measures: (1) user | Measures to be developed in sequence;
identity  identification; (2) content | user identity identification proposed as
screening and suspension of | the first priority

dissemination
Grace period of 90 days from publication | Grace period extended to 180 days from
in the Government Gazette publication in the Government Gazette
Definition of “social media” Definition removed; reference may be
made to the meaning under the
Computer Crime Act
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Requirement to identify users and
confirm contact channels for all accounts
using telephone numbers

Requirement to  provide identity
identification measures at registration,
without limiting the methods

Requirement to verify advertiser identity
and confirm contact channels using
telephone numbers, with data retention

Advertiser identity verification to be
risk-based, with defined risk factors and
implementation approaches, without
limiting methods; mandatory retention of
advertiser information
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