A AsiaTechAlliance

Submission by the Asia Tech Alliance (ATA) on the Proposed
Draft Codes Under the Online Safety Act 2025

Executive Summary

The Asia Tech Alliance (ATA) welcomes the opportunity to provide feedback on the
proposed draft Risk Mitigation Code (RMC) and Child Protection Code (CPC) issued by
the Malaysian Communications and Multimedia Commission (MCMC) under the Online
Safety Act 2025 (ONSA).

ATA represents leading global and regional technology companies across diverse
sectors, including search, messaging, social media, content, e-commerce, and cloud
services, all of whom share a commitment to responsible innovation and the safety of
all users, particularly children and adolescents.

We welcome the Commission’s efforts to strengthen online safety in Malaysia, including
through ONSA, the accompanying RMC and CPC, and the inclusive public consultation
process. We share the Commission’s objectives to ensure users, particularly children,
can benefit from the opportunities enabled by technology while being protected from
harm online.

We welcome continued engagement with the Commission and would be pleased to
provide further information, case studies, or technical perspectives to support the
finalisation and implementation of the RMC and CPC.

This submission reflects our members’ shared priorities and offers detailed comments
on the current draft Codes. Our aim is to support the Commission’s online safety goals
while ensuring the Codes remain proportionate, technically feasible, and adaptable to
evolving digital contexts.

General Comments

The ATA's members are committed to creating safe and empowering online
environments for all users, including children and young people. Across their platforms,
ATA members invest significantly in a wide range of systems, tools, and governance
processes to manage online safety risks, including dedicated trust and safety teams,
content moderation systems, safety features and parental controls - including
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protections around age-appropriate content, unwanted contact, and time spent. These
enable minors to benefit from online connection with appropriate safeguards in place,
alongside ongoing engagement with governments, schools, and civil society to support
digital literacy.

Alongside these initiatives, parents play an important role in guiding their children’s
online experiences and should be empowered to decide which apps their children use,
backed by strong default safeguards and effective oversight. Governments should also
weigh unintended consequences, including workarounds that bypass key platform
protections. The priority should be consistent, high standards of protection across the
many services minors use.

At the same time, given the dynamic nature of online services and the scale and speed
at which content is generated and shared online, it is technically challenging to prevent
all harmful content from appearing at any given time. The focus should therefore be on
ensuring reasonable, proportionate, and effective systems are in place, supported by
regulatory clarity and a collaborative approach between regulators and industry
stakeholders. The following feedback aims to ensure that the obligations set out in the
RMC and CPC are practical, proportionate, and capable of being meaningfully
implemented.

We encourage the Commission to consider the following principles in finalising the
Codes:

* Risk-based and proportionate regulation: Regulatory requirements may be
most effective when they reflect actual usage patterns, the severity of risk, and
the presence of existing safeguards. A flexible, proportionate approach can help
avoid one-size-fits-all mandates, allowing for meaningful differentiation across
platform types, features, and user contexts.

* Transparency and accountability: Transparency plays an important role in
enabling regulatory oversight and public trust in platform safety systems.
Effective online safety regulation requires clarity in rules, scope, and
implementation expectations. Clear and well-defined obligations help ensure
consistent compliance across service providers and support constructive
engagement between platforms and regulators.

+ Global interoperability with local relevance: Many online services operate
across multiple jurisdictions and implement global safety frameworks that are
adapted to local regulatory requirements. Aligning regulatory approaches with
international best practices where appropriate can help support consistent
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implementation while ensuring that the framework reflects Malaysia’'s legal and
policy context.

Comments on Specific Provisions
1. Scope of “Likely to be Accessed by Children”

The applicability of certain obligations under both the RMC and the CPC depends on
whether a service is “likely to be accessed by child users”. Under the RMC, this threshold
triggers child-specific risk assessment considerations (Appendix 1, Section 3), while
under the CPC it determines whether age verification obligations apply (Appendix 2,
Section 3). Further guidance on how this determination is made would reduce
compliance uncertainty and help ensure that obligations are applied proportionately
and consistently across services.

In particular, clearer criteria would be helpful on what factors indicate that a service is
“likely” to be accessed by children - for example, whether there are quantitative
indicators such as the proportion of child users, or objective criteria based on service
design and marketing intent. Platforms serving professional, enterprise, or
educational purposes with limited social interaction features should not be
assumed to fall within scope by default, and guidance that explicitly carves out
such services from the threshold would support more proportionate application.

2. Harmful Content Definitions and Regulatory Coordination

Certain categories of “harmful content” specified in the First Schedule of ONSA, which
underpin obligations across both the RMC and the CPC, are defined in broad or
culturally contextual terms, which may be interpreted differently across communities
and by different service providers. Clearer definitional guidance or cross-referencing to
existing legal standards would help reduce inconsistency in how these categories are
applied in practice.

In addition, effective mitigation of harmful content - particularly where issues are
context-specific or of public interest within Malaysia - may benefit from timely
coordination between the Commission and service providers. The RMC and CPC could
further recognise the importance of a partnership-based approach between the
Commission and service providers, including prompt flagging of priority cases, to ensure
swift identification and follow-through where needed to better support the shared
objective of reducing the prevalence of harmful content online.
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3. RMC - Risk Assessment Framework
While the RMC adopts a risk-based approach, further clarity would help on:

e The expected methodologies or standards for “suitable and sufficient”
assessments.

e Whether service providers that already conduct global or regional risk
assessments may adapt those assessments to address Malaysia-specific risks.

e How the inclusion of “trends, including emerging trends” (Appendix 1, Section
3.2.3) as a risk assessment consideration should be interpreted in practice. This
is inherently fluid and subjective, and further guidance on how platforms are
expected to identify, monitor, and incorporate emerging trends into their risk
frameworks would support consistent and workable implementation.

e What risk tiering is expected and what mitigation measures correspond to each
level. The RMC describes a risk assessment process but does not clearly set out
whether there is a tiered risk classification system (e.g. high, medium, low) and
what specific measures are required at each level. Clearer parameters on how
risk findings translate into mitigation obligations would reduce ambiguity.

e Documentation and record-keeping expectations, including retention periods.

4. RMC - Annual Review and Submission Timelines

The RMC requires harmful content risk assessments to be reviewed and updated
annually. ATA recommends that the Commission consider providing at least a six-month
runway for initial compliance submissions. Given the breadth of the risk assessment
obligations, the need for cross-functional input, and the volume of regulatory
requirements that global service providers must manage across multiple jurisdictions,
90 days is likely to be insufficient for meaningful and thorough compliance. A longer
initial period, with annual reviews thereafter, would better align with product and
governance cycles and support higher-quality submissions.

5. RMC - Internal Assurance and Governance Flexibility

The requirement to establish an internal assurance function and report to an audit
committee or governing body (Appendix 1, Section 4.4) would benefit from clarification
that existing corporate governance structures may satisfy this requirement, provided
the intent of the provision is met. Service providers may have differing internal
governance structures that reflect the nature and scale of their business, and flexibility
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to demonstrate compliance through these existing structures would support more
practical and proportionate implementation, without being overly intrusive on how
enterprises monitor their risk measures, while meeting the goal of the RMC.

6. RMC - Collaboration with Enforcement Agencies and Stakeholders

The RMC requires service providers to collaborate with enforcement agencies,
regulatory bodies, civil society organisations, and other relevant stakeholders for the
purpose of enhancing online user safety (Appendix 1, Section 4.2.5(g)). ATA supports the
principle of constructive engagement with these stakeholders and welcomes the
opportunity to contribute to Malaysia's broader online safety ecosystem. Further
guidance on what this collaboration is expected to entail in practice would help service
providers understand how to meaningfully fulfil this requirement.

7. RMC - Advertiser Verification Requirement

The RMC requires that paid-for advertisements on a service are only permitted from
advertisers verified against Government-issued records (Appendix 1, Section 4.2.4(b)).
ATA recognises the intent behind this requirement and supports efforts to reduce the
misuse of advertising as a vector for harmful content. At the same time, there are
practical considerations which raise a need to revisit of the scope and phrasing of this
requirement:

e In practice, advertisements are often placed through intermediaries or
third-party ad networks (including outside of Malaysia), meaning platforms do
not always have direct visibility over the end advertiser. Further guidance would
be helpful on whether verification at the intermediary level would be sufficient,
or whether platforms would be expected to separately verify each underlying
advertiser.

e Requiring verification against Government-issued records could also introduce
delays and additional compliance costs, particularly for smaller service providers
or for advertisers operating across borders where documentation standards
differ. Clearer guidance on what forms of verification would be considered
acceptable. We recommend that the requirement clarifies that existing
advertiser identity verification processes (accompanied by an explanation of the
strength of these processes) already in use by platforms could satisfy this
requirement, which would help reduce uncertainty and promote support more
consistent implementation.
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e More broadly, it is important for any verification requirement to be tech-neutral
in nature, especially in light of rapid tech developments, such as those in the
online safety and identity assurance space. Recognising or incentivising efforts by
the industry in this space through regulation would also promote the creation of
a virtuous cycle. As such, we recommend that any verification requirement be
tech-neutral and allow for platforms to meet them through
self-developed/independent or third-party (of which Government-issued records
would be one of them) verification systems and technologies.

8. RMC - Synthetic Media Labelling Requirement

The RMC requires that any generated or manipulated content that closely resembles
real persons, objects, places or events and is likely to falsely appear authentic or truthful
to a person must be clearly distinguishable through prominent labels or markings, and
that an accessible functionality must be provided for users to identify or indicate such
content (Appendix 1, Section 4.2.4(d)). Further guidance is needed on the standards
expected for labelling, how this should be applied to content shared across platforms.

Further guidance on what would constitute a sufficiently “prominent” label would help
service providers understand what is required. There is also a question of how this
obligation applies where content passes through multiple platforms, as labels may not
be preserved when content is shared across services.

The requirement can also spell out clearly how generated or manipulated content
created and uploaded by users independently (rather than generated on or by the
platform itself) are not within scope. This is crucial as it is not always technically feasible
to detect and label such content.

9. CPC - Age Verification Framework

The CPC requires services likely to be accessed by child users to implement effective age
verification measures, with verification required against Government-issued records
(Appendix 2, Section 3). ATA supports the goal of ensuring age-appropriate experiences
for child users online.

The requirement for age verification against Government-issued records raises privacy,
data security, operational, and inclusion concerns. For instance, it may necessitate the
collection and storage of sensitive identification data by platforms, creating additional
cybersecurity risks in the event of a breach. It could also exclude users who do not
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possess such documentation, and create operational complexity for cross-border
service providers operating across multiple jurisdictions where documentation
standards differ.

We would recommend that the framework adopt an age assurance approach rather
than prescribing age verification against Government-issued records specifically. Age
assurance is a broader concept that encompasses a range of methods to confirm or
estimate a user's age in a manner proportionate to the service's risk profile, and is
better suited to achieving the CPC's child protection objectives without the privacy, data
security, and inclusion concerns associated with mandatory identity document checks.

As with the advertiser verification requirement, we recommend that any age assurance
requirement be tech-neutral in nature, allowing platforms to meet the obligation
through self-developed, independent, or third-party age assurance systems and
technologies - of which verification against Government-issued records would be one
acceptable method. This approach would recognise the diversity of available age
assurance technologies, including privacy-preserving methods that can confirm
age-appropriate access without requiring the collection of sensitive identity data, and
encourage continued innovation in this space.

10. CPC - Content Moderation

The CPC requires service providers to establish “clear and robust” detection and
removal systems (Section 4.2.1), provide reporting mechanisms for child users and
parents (Section 4.2.2), ensure reporting procedures are accessible and comprehensible
to child users (Section 4.2.3), take reasonable steps to prevent repeated exposure of
child users to reported or removed harmful content (Section 4.2.4), and respond
promptly and effectively to removal requests from the Commission or enforcement
agencies (Section 4.2.5).

ATA agrees that these objectives are aligned with child protection goals. Platforms have
such measures in place and take active steps to inform their users of such features. We
recommend that the CPC clarifies that the existence of such features, where publicly
reported (for example, through community standards documentation or transparency
reports), would suffice in meeting the requirements.

We would also note that different types of harmful content may call for different
responses, and that appropriate interventions for clearly illegal content may not always
be appropriate for content that is legal but potentially harmful. The CPC should
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recognise this distinction and avoid implying a one-size-fits-all approach to content
moderation across all categories of harmful content.

On Section 4.2.2 specifically, we would seek clarification on whether the requirement to
provide “clear and accessible reporting mechanisms for child users and parents” is
intended to create a separate reporting channel distinct from the platform’s general
reporting mechanisms, or whether a single reporting channel accessible to all users,
including children and parents, would satisfy this requirement. A shared, accessible
reporting channel would be preferable, as maintaining parallel reporting systems could
create operational complexity without meaningfully improving outcomes for child users.

11. CPC - Default Privacy and Safety Settings

The CPC requires privacy and safety settings for child users to be set to the most
restrictive level by default (Section 6.2.1). ATA supports the principle of privacy and
safety by default for child users. Further clarification on how this requirement applies
across different service types, features, and age groups within the under-18 cohort
would support proportionate implementation, particularly where services are designed
for older adolescents or have limited social interaction features.

12. Implementation Guidance and Transition Timelines

Given the breadth and technical nature of the obligations under the RMC and CPC,
practical implementation would benefit from further consultations (such as on
reasonable transition periods) and engagement with the industry would facilitate
smoother compliance and promote regulatory certainty. The ATA would be happy to
help facilitate such discussions.

13. Avoiding Duplication Between OSP, RMC and CPC Obligations

The OSP Framework runs in parallel with the RMC and CPC. Given the overlap between
the compliance documentation required under the RMC and CPC, and the information
to be described in the OSP, we would welcome clarification that, where platforms have
already documented their compliance with the RMC and CPC, the OSP may reference
that existing documentation rather than requiring platforms to restate the same
information in full. This would support a more streamlined compliance process without
unnecessary repetition.

Conclusion
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ATA and its members thank the Commission for the opportunity to provide input on
these important codes. We remain committed to supporting safe and responsible digital
experiences for all users in Malaysia, and look forward to continued constructive
dialogue with the Commission as the RMC and CPC are finalised.

**x%k
About the Asia Tech Alliance

The Asia Tech Alliance (ATA) is a regional industry association formed to amplify
Asia-Pacific’'s voice in the global digital economy and champion technology that reflects

the region’s values, innovation, and potential. Founded by 12 leading global technology
companies, the ATA serves as a trusted platform for governments, industry, and
communities to co-create human-centric, innovative solutions to the region’s most
pressing opportunities and challenges. Through policy engagement, collaborative
initiatives, and strategic partnerships, the Alliance is committed to shaping an inclusive,
agile, and forward-looking digital future for Asia-Pacific.
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