
 
 
 
 
 

Submission by the Asia Tech Alliance (ATA) on the Singapore Digital 
Infrastructure Bill 

Executive Summary 

The Asia Tech Alliance (ATA) welcomes the opportunity to provide input on the draft Digital 
Infrastructure Bill. ATA supports the government's underlying policy objectives: 
strengthening the security and resilience of major digital infrastructure services, improving 
regulatory visibility of incidents and disruptions, and raising baseline environmental 
sustainability standards across the data centre sector. Singapore's role as a regional digital 
and financial hub depends on infrastructure that is both dependable and sustainable, and 
a clear statutory framework can give operators, investors, and enterprise customers 
greater confidence in the resilience of essential digital services. 

ATA's comments focus on several areas where further clarification, calibration, or industry 
engagement would help ensure that the new licensing regimes achieve their objectives 
without imposing unnecessary compliance burden or duplicating existing obligations. 
These include the scoping and thresholds for major FDI and DC licences, the interaction 
between the Bill and the Cybersecurity Act regime, the process and timelines for future 
subsidiary regulations, and the practical implementation of sustainability requirements 
such as power usage effectiveness (PUE) standards. 

As one of the first jurisdictions in the region to legislate comprehensively on digital 
infrastructure resilience and sustainability, ATA believes it is important for the Bill to strike 
the right balance to preserve Singapore's position as a leading digital infrastructure hub.  

Positive elements to acknowledge 
 

●​ Providing a clearer statutory basis for resilience and sustainability regulation 
○​ ATA welcomes the development of a dedicated legislative framework to 

promote operational resilience and environmental sustainability for major 
digital infrastructure services. This signals Singapore's continued 
commitment to being a trusted digital infrastructure hub in the region. 

 
●​ Streamlining for operators subject to both licences 

1 



 
 
 
 
 

○​ ATA welcomes IMDA's stated intention to streamline the application process 
for operators that require both a major FDI licence and a DC licence. 
Reducing duplication in the licensing process will help minimise 
administrative burden for industry while preserving the distinct policy 
objectives of each regime. 

 
●​ Commitment to further industry consultation and international experience 

○​ ATA appreciates that detailed requirements, including PUE requirements and 
other technical practices, are intended to be set out in subsidiary regulations 
and codes of practice, and that IMDA has committed to further consultation 
with DC operators before these are finalised. ATA also welcomes MDDI and 
IMDA's efforts to study overseas developments and reference existing 
domestic legislation, including the Cybersecurity Act. This 
engagement-based, internationally-aligned approach provides a sound, 
practical basis for the framework. 

 
Key areas for improvement 
 

●​ Streamlining incident reporting across various regulatory regimes 
○​ ATA supports the Bill's objective of timely notifying IMDA of cybersecurity 

incidents and service delivery disruptions affecting major digital 
infrastructure services.  

○​ ATA notes that the notification requirement under this Bill may operate as 
another parallel reporting obligation for many licensees, layering on top of 
existing requirements under the Cybersecurity Act, Monetary Authority of 
Singapore (MAS) Notices, the Personal Data Protection Act’s data breach 
notification regime, and other sectoral rules. During an active incident, 
requiring technical teams to prepare separate notifications, in different 
formats and on different timelines for each regulator, could divert scarce 
incident-response resources away from remediation.  

○​ ATA recommends that where a single incident triggers reporting obligations 
to multiple agencies, MDDI and IMDA work with the relevant agencies to 
establish a coordinated reporting mechanism. This ensures that a single 
incident submission can satisfy notification obligations under both the 
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Cybersecurity Act and this Bill. This avoids the need for duplicative filings by 
industry. 

 
●​ Adopting risk-based incident reporting thresholds and safeguarding 

confidential information 
○​ ATA supports the principle that IMDA should be notified of incidents with 

genuine potential to affect the resilience of Singapore's digital infrastructure. 
ATA also notes that under section 15(c), the Bill currently leaves the scope of 
reportable cybersecurity incidents and service delivery disruptions to be 
prescribed in subsidiary legislation. 

○​ ATA recommends for the reporting framework to be explicitly risk-based, 
calibrated to materiality and customer or public impact. This could include: (i) 
clear materiality and customer-impact thresholds below which reporting may 
not be required; (ii) reasonable initial reporting timelines that reflect the 
operational realities of triage during an active incident; and (iii) a structured 
process for updates as an investigation evolves. 

○​ ATA also notes that section 41, which requires licensees to furnish “any 
document or information” reasonably required to determine compliance, 
does not include safeguards regarding the information to be provided.  

○​ In this regard, ATA recommends that the Bill or its subsidiary regulations 
include express confidentiality safeguards for information of this nature, 
given its commercial sensitivity and its potential value to malicious actors if 
leaked. 
 

●​ Clarifying the threshold for a reportable Service Delivery Disruption 
○​ ATA supports the government’s intent to maintain visibility over disruptions 

with genuine significance to enterprise users and the wider public.  
○​ ATA recommends that IMDA set a clear, appropriate threshold for reportable 

service delivery disruptions, calibrated to duration, scale, and impact on 
enterprise or public users. Localised glitches, degradations affecting a single 
customer or a small subset of users, and disruptions that are resolved 
through automated failover or redundancy mechanisms without discernible 
impact to end users should be explicitly excluded from the reporting 
obligation. IMDA could consider adopting a severity-tiering approach, similar 
to that used for cybersecurity incidents under the Cybersecurity Act, to 
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distinguish reportable disruptions from routine operational events. This 
would prevent operators from over-reporting minor, transient, or self-healing 
incidents out of an abundance of caution.  

 
●​ Streamlining the dual licensing framework for operators subject to both 

regimes 
○​ ATA supports IMDA's efforts to calibrate the licensing regimes through 

defined thresholds, and notes IMDA's stated intention to streamline the 
application process for operators that require both a major FDI licence and a 
DC licence. 

○​ Currently, however, the thresholds for the two licensing regimes appear to 
operate independently and can be triggered separately: any data centre with 
a critical IT load (CIL) of 3MW or more requires a DC licence at the facility 
level, while a data centre facility service becomes a "major" foundational 
digital infrastructure service — triggering the FDI licence — at a CIL of 10MW 
or more.  

○​ ATA recommends that MDDI and IMDA consolidate the substantive 
obligations applicable to operators that hold both licences into a single, 
unified compliance process — for instance, through a single set of reporting 
and audit obligations. This would help streamline the licensing application 
and reporting processes for dual-threshold operators.  

 
●​ Calibrating the scope of Ministerial emergency powers 

○​ ATA recognises that the government requires adequate powers to respond 
to genuine emergencies affecting the security and resilience of digital 
infrastructure.  

○​ Section 18 of the Bill grants the Minister broad emergency powers, including 
the ability to compel specified persons — including organisations — to 
provide extensive, and potentially real-time, information on the design, 
configuration, operation, and cybersecurity of their systems, and that these 
powers appear to override existing contractual and professional-conduct 
confidentiality obligations, with significant criminal penalties for 
non-compliance. 

○​ The current drafting does not clearly define the threshold that must be met 
before these emergency powers may be invoked, nor the scope, duration, or 
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proportionality safeguards that would apply to any information request 
made under them. 

○​ ATA recommends that IMDA set out clear preconditions for the exercise of 
these emergency powers, including a defined threshold of severity or 
urgency, time-bound and scope-limited information requests, and express 
confidentiality protections for any information disclosed. 
 

●​ Providing guidance on enforcement and penalty determination  
○​ ATA recognises that meaningful financial penalties are necessary for the Bill's 

obligations to carry real deterrent effect.  
○​ It will be helpful for the industry to understand IMDA’s approach, for instance 

through published guidance on the factors it will take into account, e.g. the 
severity and actual impact of the breach, whether it is a first-time or repeated 
occurrence, the licensee's degree of cooperation with the government during 
investigation, and the timeliness and adequacy of remediation. Enforcement 
guidance would improve predictability for industry and support more 
consistent, proportionate outcomes. 

 
●​ Ensuring public consultation and international alignment 

○​ ATA welcomes the approach of setting out the overarching statutory 
framework in the Bill while leaving certain operational details — including 
specific PUE requirements, incident reporting formats and timelines, and 
technical codes of practice — to be developed in subsidiary legislation and 
Codes of Practice. 

○​ ATA recommends for these instruments to align with recognised 
international frameworks.  

 
About the Asia Tech Alliance 
 
The Asia Tech Alliance (ATA) is a regional industry association formed to amplify 
Asia-Pacific’s voice in the global digital economy and champion technology that reflects the 
region’s values, innovation, and potential. Founded by 12 leading global technology 
companies, the ATA serves as a trusted platform for governments, industry, and 
communities to co-create human-centric, innovative solutions to the region’s most pressing 
opportunities and challenges. Through policy engagement, collaborative initiatives, and 
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strategic partnerships, the Alliance is committed to shaping an inclusive, agile, and 
forward-looking digital future for Asia-Pacific. 
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