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Executive Summary

The Asia Tech Alliance (ATA) welcomes the opportunity to provide input on the proposed
amendment to the Enforcement Decree of the Personal Information Protection Act (PIPA).
We commend the Personal Information Protection Commission for its continued
leadership in strengthening Korea's data protection framework and for its efforts to
enhance proactive prevention of, and response to, personal data incidents. ATA supports
the overall objectives of the proposed Enforcement Decree and recognises the importance
of establishing clear operational parameters that give effect to the revised PIPA in a timely
and effective manner.

As the revised PIPA introduces several significant obligations, it is important that the
implementing provisions in the Enforcement Decree are calibrated to ensure that
compliance requirements are operationally workable across a diverse range of
organisations and technical environments, and that the framework remains consistent with
internationally recognised standards and practices. In this regard, ATA believes that
continued engagement between the Commission, industry, and other stakeholders will be
essential to developing implementation guidance that supports effective and proportionate
compliance outcomes.

ATA's comments focus on three areas where further refinement of the proposed
Enforcement Decree would strengthen its practical effectiveness. These concern the
notification obligation for data incidents, the ISMS-P certification requirements, and the
issue of penalty escalation. Our recommendations seek to support the Commission's policy
objectives while ensuring that implementation is operationally feasible and aligned with
global best practice.

Positive elements to acknowledge

e Refining the administrative fine framework
o ATA appreciates the Commission's efforts to improve the consistency and
proportionality of the administrative fine structure, including the
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introduction of graduated responses that reserve financial penalties for more
serious infractions and issue administrative warnings for minor violations.
This approach, if implemented well, would encourage a -culture of
transparent reporting and constructive remediation.

e Establishing clear criteria for ISMS-P certification
o ATA appreciates the Commission's work in defining a concrete scope of
entities for the ISMS-P certification. Providing clear, quantitative criteria
allows large-scale operators to effectively plan their long-term compliance
and resource allocation.

Key areas for improvement

e Calibrating notification requirements for data security incidents

o ATA supports the Commission's objective of strengthening proactive incident
response frameworks and enhancing the protection of data subjects.
Ensuring that individuals receive timely information about significant data
incidents is a foundational principle of effective data governance.

o However, under Article 39-2, the requirement for controllers to notify data
subjects upon detecting unauthorised access or a potential risk of a leak
(rather than upon a confirmed assessment of harm), unless "there is
objectively no possibility of leakage", sets an excessively high standard.

o This may introduce significant uncertainty over what is reportable and
unintentionally incentivise over-notification, which risks eroding the
significance of critical security communications for data subjects. The United
States' Cyber Incident Reporting for Critical Infrastructure Act of 2022 and the
European Union's NIS2 Directive both scope incident reporting requirements
to actual incidents of which the reporting entity is aware. Moreover, in
practice, it is nearly impossible to prove the complete absence of any
possibility of leakage following unauthorised access. Requiring notification
for unconfirmed incidents, with no practical means of ensuring "objectively
no possibility" of a breach, introduces significant legal uncertainty for
organisations operating across multiple markets and risks positioning South
Korea as a less favourable regulatory environment.
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o More fundamentally, this standard does not take into account the potential
impact on data subjects as required by Article 34(2) of the PIPA, which
incorporates a "likelihood of significant harm" threshold. The intent of Article
34(2) is already consistent with international frameworks such as the EU
General Data Protection Regulation (GDPR), which conditions individual
notification on an assessment of risk to the rights and freedoms of data
subjects rather than on the mere fact of a security event.

o In addition, the obligation to notify individuals when personal information is
found to be illegally traded or circulated risks creating both confusion and
unintended incentives. Given the sheer volume of personal data traded on
dark markets — much of which may originate from unrelated third-party
breaches — this requirement would generate notifications that cause
unnecessary alarm without providing actionable information to data
subjects. The provision inadvertently rewards inaction: controllers who
proactively monitor dark markets expose themselves to notification
obligations, while those who do not monitor face no equivalent burden. The
amendment should be designed to incentivise, not discourage, proactive
threat detection.

o Furthermore, within 72 hours, a controller may not yet be able to determine
the scope of affected data subjects, the categories of data involved, the
impact (if any) on data subjects and appropriate mitigating measures, or
whether the incident is attributable to its own systems. This presents
meaningful operational challenges, particularly for organisations managing
complex, large-scale technical environments.

o Moreover, the framework creates a disparity in notification obligations for
private versus public sector controllers. Under Article 30-2(2), public system
operating agencies are required to notify only when illegal access to personal
information "is confirmed" — a narrow trigger limited to established
unauthorised access. Private sector controllers, by contrast, face notification
obligations under Article 39-2 for a significantly broader set of circumstances:
not only confirmed illegal access, but also potential breaches where "it is
difficult to specify the data subjects affected" and situations where personal
information is found to be illegally traded or circulated. If the policy objective
is to protect data subjects from harm, private controllers should not be
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subjected to a broader scope of triggering events compared to public
agencies handling the same categories of personal information.

o ATA recommends that the Commission limit the notification obligation to
confirmed incidents, or at minimum define the scope of reportable potential
breaches narrowly. This should be complemented with a risk-based
threshold such that individual notification obligations are only triggered
when an investigation establishes a reasonable likelihood of harm or
substantive risk to data subjects. The threshold for exemption — "objectively
no possibility" of a breach — should also be revised to exempt notification
where there is no "reasonable possibility" of leakage based on the
information available at the time of assessment.

o The Commission should also provide flexibility for organisations to defer
individual notifications pending verification of the scope and affected
subjects of a confirmed incident, while preserving strict obligations for
internal incident logging and regulatory reporting throughout the
investigation phase.

e Promoting interoperability and global certification alignment

o ATA acknowledges the Commission's objective of raising data protection and
cybersecurity standards for major personal information handlers across the
public and private sectors. This is reflected in the proposed requirement for
organisations exceeding specified commercial thresholds to obtain ISMS-P
certification by 31 December 2028.

o However, adapting to a certification framework that is specific to the Korean
market may introduce significant compliance costs and operational
complexity without necessarily producing security outcomes that are
superior to those achieved through widely recognised international
standards. A strictly localised certification requirement may create
fragmentation that inadvertently disadvantages operators that maintain
demonstrable security standards under internationally accepted frameworks
such as ISO/IEC 27001 and SOC 2/SOC3. These certifications provide a
universally understood, globally portable standard which assists global
organisations in consolidating compliance obligations, reducing duplication,
and maintaining consistent security standards.
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o ATA recommends that the Commission establish a mutual recognition or
equivalency pathway within the decree, under which organisations holding
recognised international certifications are deemed to satisfy the ISMS-P
requirement. Alternatively, companies which already hold these international
certifications should be afforded a streamlined assessment process that
avoids duplicative audit obligations.

o ATA welcomes constructive dialogue with the Commission on the scope of
applicable international frameworks and the design of a recognition
mechanism that supports the Commission's security objectives while
facilitating compliance for organisations operating across multiple
jurisdictions.

e Ensuring proportionality in PIPC authority to request materials

o ATA recognises the importance of equipping the Commission with
appropriate investigatory tools to verify compliance with the revised PIPA
and to support effective policy oversight.

o However, the proposed Article 13(2) is drafted broadly, empowering the
Commission to request materials or opinions concerning matters such as
sales revenue and the scale of personal information retention to verify
compliance status, as well as "other matters necessary for promoting
personal information protection policies or performance evaluation". This
latter category is not clearly anchored to a specific, identifiable compliance
concern, and could be read to extend to open-ended policy or
performance-related requests for materials that may include commercially
sensitive information, such as detailed revenue breakdowns, business
strategies, or internal operational data. Without clearer parameters, this
provision may give rise to inconsistent application and place an
unpredictable onerous compliance burden on controllers asked to produce
sensitive commercial information in connection with general policy or
evaluation exercises rather than a defined investigation.

o ATA recommends that the scope of permissible requests should be strictly
tied to specific, risk-based investigations of non-compliance rather than
open-ended policy promotion or performance evaluation. The provision
should expressly recognise a controller's ability to raise confidentiality or
trade secret considerations to turn down a request. The Commission should
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facilitate this by also articulating the basis of necessity for the materials
sought in relation to the relevant compliance matter.

e Ensuring proportionality in enforcement

o ATA appreciates the Commission's efforts to refine the criteria for
administrative fines, in particular the principle of reserving financial penalties
for more serious infractions while issuing administrative warnings for minor,
low-risk violations. ATA supports the Commission's objective of encouraging
transparent reporting and proactive corrective action by personal
information handlers.

o However, treating administrative warnings — issued in lieu of financial
penalties for minor infractions — as formal triggers for penalty escalation in
the event of any subsequent violation may produce disproportionate
outcomes. Under the proposed framework, a technical or low-risk infraction
that did not warrant a financial penalty at the time it was identified would
nonetheless increase the baseline for penalties imposed for future violations,
including violations of a different nature or of comparable severity.

o This compounding effect may inadvertently create significant compliance risk
for organisations operating in good faith. It could also discourage the open,
collaborative engagement between operators and the authority that the
administrative warning mechanism is intended to foster.

o ATA recommends that the Commission clarify that cumulative escalation of
financial penalties should apply to repeated material violations of a similar
nature. Further, administrative warnings issued in respect of minor
infractions should not form part of the escalation count for the purpose of
aggravated penalty calculations. Instead, penalty escalation for persistent
non-compliance or failure to remediate substantive issues of a similar nature
would preserve the corrective purpose of administrative warnings while
ensuring that the enforcement framework remains proportionate.

e Streamlining the CPO designation and reporting process
o ATA supports the Commission's objective of ensuring that CPO designation,
change, and dismissal events are properly documented and reported within
a clear and predictable timeframe. The practical workability of the reporting
mechanism for both domestic and international companies will depend
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significantly on how the notification process and required data fields are
designed.

Should the reporting process be implemented exclusively through online
portals requiring Korean-specific authentication methods, such as mobile
phone verification or resident registration number-based digital certificates,
this would present a material practical barrier for multinational organisations
whose designated CPOs are based outside Korea and do not hold Korean
identification credentials.

Should the notification form require submission of a domestic registration
number (AHIE XN SEB1S), a Korean street address, or the CPO's resident
registration number, such requirements would be inherently inapplicable to
global companies or CPOs of non-Korean nationality.

ATA recommends that the Commission recognise an email-based notification
channel as a valid and accepted means of CPO reporting, alongside any
online portal, to ensure that multinational organisations are able to complete
this obligation without undue procedural obstacles.

ATA further recommends that the reporting form and process be designed
so as not to depend on authentication methods or data fields available only
to domestic corporations or Korean nationals, which ensures that the
reporting mechanism is accessible to all controllers within scope.

On the related matter of the scope of entities subject to board-level approval
for CPO designation, ATA recommends that the Commission consider limiting
this requirement to entities incorporated under Korean law.

We note that for entities incorporated in other key jurisdictions such as
Delaware, the governance structure and allocation of authority between the
board of directors, officers, and shareholders is generally governed by the
law of the place of incorporation. A Korea-specific board approval
requirement may not be aligned with that framework for
foreign-incorporated operators.

ATA would encourage the Commission to explore an appropriate scoping
mechanism that preserves the policy objective of strengthening CPO
independence while respecting the corporate governance arrangements
applicable to foreign-incorporated entities operating in Korea.
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About the Asia Tech Alliance

The Asia Tech Alliance (ATA) is a regional industry association formed to amplify

Asia-Pacific's voice in the global digital economy and champion technology that reflects the
region’s values, innovation, and potential. Founded by 12 leading global technology
companies, the ATA serves as a trusted platform for governments, industry, and
communities to co-create human-centric, innovative solutions to the region’s most pressing
opportunities and challenges. Through policy engagement, collaborative initiatives, and
strategic partnerships, the Alliance is committed to shaping an inclusive, agile, and
forward-looking digital future for Asia-Pacific.
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